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Certificate Policy CP
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Certificate Practice Statement CPS
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CP CPS
CP
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Algorithm
2

DES
AES

Security Module

EndEntity

Object Identifier

Activate

Key Length

RSA ElGamal
DES
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Key Pair

Subscriber

Compromise

Public Key

Public Key Certificate

CA

Self Signed Certificate

Revocation
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CA



Certificate Revocation List Authority Revocation List

CRL CA
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Certificate Signing Request

Certificate Policy CP

Relying Party

Electronic Signature
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Certification Authority CA

Certification Practice Statement CPS



Issuer Authority

Hash Function

Private Key

Profile

Repository



A

z

CA

ARL

CA
CA

CA Root CA

Authority Revocation List

CA Certification Authority

CA

CP Certificate Policy

CPS

CRL

CRL

CSR

Certification Practice Statement

Certificate Revocation List

Certificate Signing Request

CRL

NewWithNew

OldwithNew

CA

NewWithOld



DN Distinguished Name
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FIPS 140-2 Federal Information Processing Standard
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OID Object ID
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7 OCSP

7.1
CP X509 Version 3
X.500 Distinguished Name
7.11 7.1.2
Issuer DN CPS
7.1.1
X509 Version 3

7.1.2

subjectDirectoryAttributes
7.1.10

7.1.3
Signature
shalWithRSAEnNcryption (1.2.840.113549.1.1.5)
sha256WithRSAEnNcryption (1.2.840.113549.1.1.11)
sha384WithRSAEnNcryption (1.2.840.113549.1.1.12)
sha512WithRSAEnNcryption (1.2.840.113549.1.1.13)
subjectPublicKeylnfo
RSAEnNcryption (1.2.840.113549.1.1.1)

7.1.4
Issure  Subject 7.1.1

7.1.5

45

DN

hcRole

7.1.2



716 CP

7.1.7

7.1.8
CPS

7.1.9
CP

oID

URL
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7.1.1

Version

er3

SerialNumber

Signature

Validity

NotBefore

NotAfter

Issuer

CountryName
UTF-8

Printable

CountryName

c=JP

LocalityName

OrganizationName

OrganizationUnitName

CommonName

HPKI-01-*-forNonRepudiation
"o1" CP "
=" CA

10 "

Subject

CountryName
UTF-8

Printable

CountryName

c=JP

LocalityName

OrganizationName o
OrganizationName
OrganizationUnitName | o OrganizatioUnitName ~”Director””
CommonName
GivenName >
SurName >
e-Mail >
SerialNumber
SubjectPublicKeylInfo
Algorithm RSAEnNcryption
SubjectPublicKey
IssuerUniquelD >
SubjectUniquelD >

Extentions

Extensions

a7




7.1.2 Extensions
Critical
authorityKeyldentifier FALSE
subejctKeyldentifier FALSE
KeyUsage TRUE
DigitalSignature < -
NonRepudiation -
KeyEncipherment < -
DataEncipherment < -
KeyAgreement < -
KeyCertSign < -
CRLSign < -
EncipherOnly < -
DeciphermentOnly < -
extendedKeyUsage < FALSE
privateKeyUsagePeriod < FALSE
certificatePolicies TRUE
policyMapping < FALSE
subjectAltName FALSE
issuerAltName FALSE
subjectDirectoryAttributes hcRole FALSE
AttrType o ( -
HCActor codeDataFreeText
7.1.3 UTF8String
AttrValues o subject -
HCActorData HCActor
basicConstraints > TRUE
CA < -
pathLenConstraints < -
nameConstraints > TRUE
policyConstraints < TRUE
cRLDistributionPoints DirectoryName URI CRL FALSE
subjectInfoAccess < FALSE
authorityInfoAccess FALSE
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7.1.10 hcRole

1 hcRole
ISO TS 17090 hcRole
subjectDirectoryAttributes attrType hcRole

{ id-hcpki-at-healthcareactor }

OoID

attrValue  HCActorData HCActor codedData codeValueData

codeDataFreeText
coding scheme reference OID ISO coding scheme

reference CP 7.1.3 local coding
scheme reference OID { iso(1) member-body(2) jp(392) mhlw(100495)
jhpki(1) hcRole(6) national-coding-scheme-reference(1) version(1) }

7.1.3 UTF8string

subject HCActorData HCActor

( )

7.1.3 HPKI codeDataFreeText

‘Medical Doctor’

‘Dentist’

‘Pharmacist’

‘Medical Technologist’

‘Radiological Technologist’

‘General Nurse’

‘Public Health Nurse’

‘Midwife’

‘Physical Therapist’

‘Occupational Therapist’

‘Orthoptist’

‘Speech Therapist’

‘Dental Technician’
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‘National Registered ‘Dietitian’

‘Certified Social Worker’

‘Certified Care Worker’

‘Emergency Medical Technician’

‘Psychiatric Social Worker’

‘Clinical Engineer’

‘Masseur’

‘Dental Hygienist’

‘Prosthetics & Orthctic’

‘Artificial Limb Fitter’

‘Clinical Laboratory Technician’

‘Care Manager’

‘Director of Hospital’

‘Director of Clinic’

‘Director of Pharmacy’

‘Director’

hcRole
Director

OrganizationName OrganizationUnitName

"Director”

Space (x20)

50

Subject
OrganizationName

OrganizationUnitName



2 HPKI hcRole

HPKI CP ISO TS 17090 hcRole ASN.1
hcRole ATTRIBUTE : = {
WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch
SUBSTRINGS MATCHING RULE  hcActorSubstringsMatch
ID id-hcpki-at-heal thcareactor}

—- Assignment of object identifier values
-- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id-hcpki-at OBJECT IDENTIFIER :: = {id-hcpki O }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFIER :: = {id-hcpki 1}

—- Following values are defined in Japanese HPKI CP:
id-jhpki OBJECT IDENTIFIER :: =
{iso(1) member-body(2) jp(392) mhilw(100495) jhpki(1)}
id-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

—— Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE {
codedData [0] CodedData,
regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } — Notel (Do not use)

CodedData :: = SET {
codingSchemeReference [0] OBJECT IDENTIFIER,
—— Contains the ISO coding scheme Reference
—— or local coding scheme reference achieving ISO or national registration.
—— Local coding scheme reference in Japanese HPKI is 1d-jhpki-cdata (defined above)
—— In this profile, use this OID: Note 2
—— At least ONE of the following SHALL be present
codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —- Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP
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Notel
Note2

Note3
Note4

HCActor  regionalHcActorData CP

HPKI CP local coding scheme reference OID  idjhpkicdata
{iso(1) member-body(2) jp(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } OID 7.1.3

CP CodedData codeDataValue

CP codeDataFreeText DirecroryString 7.1.3
‘Medical Doctor’ DirecroryString
UTF8String
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hcRole X.509 SubjectDirectoryAttributes DER
ASN.1

Medical Doctor

No Type Len Value

030
206
704
930
11 30
1306
2131
2331
2530
27 A0
2931
31A0
3306

45 A2
47 0C

61: SEQUENCE {-- SubjectDirectoryAttributes ext.extnValue contents
3: OBJECT IDENTIFIER subjectDirectoryAttributes (2 5 29 9)
54: OCTET STRING, encapsulates {

52: SEQUENCE {-- SubjectDirectoryAttributes
50: SEQUENCE {-- Attribute::hcRoleAttribute
6: OBJECT IDENTIFIER'1 0170900 1" -- OID::type
40: SET {-- SET of AttributeValue::values
38: SET {-- AttributeValue::HCActorData
36: SEQUENCE {-- HCActor
34: [0] {-- HCActor
32: SET {-- CodedData
12: [0] {-- codingSchemeReference: local coding scheme
10: OBJECT IDENTIFIER 12392 10049516 11
}
16: [2] {-- codeDataFreeText
14: UTF8String 'Medical Doctor'
: }
}
}
}
}
}
}
}
}
}
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7.2

7.2.1
CRL X.509CRL 2
7.2.1
722 CRL CRL
CRL 7.2.2 CRL
7.2.3
x
7.2.1 CRL
Version er2
Signature SHA-1WithRSAEnNcryption
(CountryName  Printable
Issuer
UTF-8 )
CountryName c=JP( )

LocalityName

OrganizationName

OrganizationUnitName

CommonName

ThisUpdata

NextUpdate

RevokedCertificates

UserCertificate

serialNumber

RevocationDate

CrlEntryExtensions

crlEntryExtentions

CrlExtentions

crlExtensions
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7.2.2 CRL crlIEntryExtentions
Critical
ReasonCode FALSE
HoldInstructionCode FALSE
InvalidityDate FALSE
Certificatelssure TRUE
7.2.3 CRL crlExtentions
Critical
AuthorityKeyldentifier FALSE
IssuerAltName FALSE
CRLNumber FALSE
DeltaCRLIndicator TRUE
IssueingDistributionPoint CRL TRUE
FreshesCRL FALSE

7.3 OCSP
7.3.1

7.3.2 OCSP
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CP

8.1

8.2

8.3

8.4

8.5

8.6

CP

PKI

HPKI

CPS

HPKI

56

CP



9.1
CP

9.1.1

9.1.2

9.1.3

9.14

9.15

9.2

9.21

9.2.2

9.2.3

57

CP



9.3

9.3.1
CP
CPS
CP 8.6
9.3.2
CRL
9.3.3
9.3.1
9.4
94.1
9.4.2
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CRL

CPS



9.4.3

94.4

9.4.5

9.4.6

9.4.7

CRL

CRL

9.4.2
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9.5

CPS
CP HPKI
9.6
9.6.1
CP
CP
CRL ARL
CP
CP 5
CA
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CPS

CPS

CP



10

subjectDN
9.6.2
subjectDN
CP 4093
10
9.6.3
CP
1.
2.
3.
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CPS
CPS
5.
CP
9.6.4
CP
1.
CP
2.
CP 7 OCSP
HPKI
-0OID Issuer CN HPKI
- hcRole keyUsage nonRepudiation
9.6.5
9.7
CP 961 9.6.2
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9.8

9.9

CP

CP 9.16.5

CP 96
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CRL

CP CPS



9.10
9.10.1
CP

9.10.2
CP

9.10.3

9.11

9.12
9.12.1
HPKI

CP

HPKI
9.10.2
9.10.3
HPKI
9.3
9.5
CP
HPKI
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HPKI

HPKI
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9.12.2

CP
9.12.3

CP

OID

9.13
9.14

CP
9.15

CP
9.16
9.16.1

CP

90

oID

CRL

CP

Web

CpP

CPS
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9.16.2
CP

CP
CP
9.16.3
CP
9.16.4
9.16.5
CP 9.7
CP
9.17
CP
CpP
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